INTRODUCTION
Electronic health records (EHRs), particularly those with effective clinical decision support (CDS) systems, are potentially powerful tools for improving the quality and safety of healthcare. [1] [2] [3] [4] [5] In addition, CDS systems can also be useful for reducing medical malpractice risk. 6, 7 To determine the potential role of CDS in preventing malpractice events, we previously analyzed closed malpractice claims from Partners HealthCare, finding that 123 of 477 claims might have been prevented by CDS. 7 Although this was roughly one-fourth the number of claim events, in terms of indemnity, those 123 CDS-preventable claims represented nearly 60% of the dollars paid out during the study period, in excess of $40 million. 7 Although the prior study yielded valuable information about the relationship between CDS and past malpractice claims at Partners, we did not have a detailed inventory of our own organizations' CDS capabilities that would have allowed us to understand our current exposure to malpractice risk. Moreover, other organizations inquired about whether their CDS strategy would be sufficient to mitigate malpractice risk, but we were likewise limited in our ability to help these organizations understand their own malpractice risk, owing to the heterogeneity of CDS implementation [8] [9] [10] and [the] lack of a systematic tool to for assessment.
Although several assessments on CDS adoption have been published previously, [11] [12] [13] they focused exclusively on basic CDS types and relied on simple attestation (e.g., "Yes, diagnostic CDS is in place in our EHR") rather than actual system testing. One exception is a Computerized Physician Order Entry (CPOE)-focused post-deployment safety testing tool developed with funding from the Robert Wood Johnson Foundation, the Agency for Healthcare Research and Quality, and the California Healthcare Foundation, and administered by the Leapfrog Group. This tool walks hospitals through a set of simulated medication orders to assess whether any CDS is provided. Although we consider this methodology strong, the assessment is focused specifically on medication orders for adult inpatients, and does not consider other types of CDS. To close this gap, we decided to develop and evaluate a robust instrument for self-assessment of information system risk and test it at several sites.
METHODS

General Approach
The simplest approach to assessing an organization's CDS implementation is attestation: asking a user directly whether certain types of CDS are in place at his or her organization. However, we decided not to pursue this approach for two reasons. First, leaders of organizations have, at times, been surprised to find that a particular CDS system they thought was enabled is actually not working as intended. 14 Second, in certain cases, a particular CDS system might not be sufficiently advanced to prevent a specific adverse event. For example, nearly all organizations have drug-allergy alerting, but not all have sophisticated checking for cross-sensitivities (e.g., administration of ketorolac to a patient with a documented aspirin allergy). Therefore, we took the approach of simulation rather than attestation whenever possible.
Malpractice Dataset
Partners HealthCare System is an integrated delivery system in Boston, Massachusetts comprising hospitals, a home-care system, and a network of community-based physicians. maintained a database of all information related to each malpractice claim, which we define as a written demand for compensation for medical injury. Each claim file includes a variety of structured and unstructured elements such as a clinical summary, details of the location of the event (inpatient/outpatient), litigation-related documents (narrative statements from healthcare personnel, peer reviews, and depositions), clinical records deemed pertinent to the case's defense, and information regarding the patient's pre-and post-event status. Each claim record also contains data on two types of costs associated with the claim: legal expenses in defending the claim (which apply to all claims regardless of the outcome) and indemnity payments, which includes the total compensation paid out to resolve a claim, whether through settlement, trial, or arbitration. For outpatient claims, the allocation to a hospital is assigned based on the primary site of employment of the responsible physician. A claim is classified as closed when it has been dropped, dismissed, paid by settlement, or resolved by verdict. We reviewed files for all closed malpractice claims (n ¼ 477) from seven CRICO-insured Partners hospitals and their associated outpatient practices with incident dates between January 1, 2000 and December 31, 2007 that were asserted by December 31, 2008 (see Table 2 ). Open claims were not used because the full abstraction of the claim completed by CRICO, including coding and clinical narrative, is not final until the claim is closed.
CRICO provided secured, de-identified case abstracts for review by the research team. These included data on the disposition of the case, as well as indemnity loss paid (payment made to the claimant), and legal expenses incurred defending the claim. The study was approved by the Partners Human Research Committee.
Our prior study identified 41 types of CDS that might mitigate malpractice risk and the total amount of indemnity dollars paid for claims that might have been prevented by each type of CDS. For example, Partners experienced $4 387 804 indemnity associated with claims related to missed or incomplete referrals that might have been prevented by a referral management component of CDS.
Instrument Development
We developed a self-assessment tool comprised of clinical vignettes and questions to be completed by test-takers in different clinical roles. We considered the malpractice events associated with each CDS type in the malpractice dataset, and then wrote one or more questions to simulate the conditions at the time of the event. For example, to test an EHR's ability to detect potential cross-sensitivity reactions, a test-taker in a nurse role might be asked to document an aspirin allergy for a test patient, then attempt to order ketorolac and document whether any CDS was presented. As users took the test, we asked them to be liberal in interpreting the types of alerts -we accepted any alert or warning, whether a hard stop or soft stop, interruptive or otherwise. The only guidance we provided was that the alert must be triggered in response to the order, and that they should not count simple display of information. So, for the ketorolac question, simply displaying the aspiring allergy on the medication ordering screen would not suffice; however, any alert or specific information in response to the ketorolac order would satisfy the item. We endeavored to keep the clinical questions in our self-assessment tool as close to the details of the actual event as possible; however, in some cases we modified the details or the time course for simplicity's sake. After developing the initial set of questions, we conducted several rounds of refinement. We also combined the questions into four clinically relevant scenarios, each of which follows a single imaginary patient (Table 1 and Supplementary Appendix 1) through a hospitalization. Grouping the vignettes into broader scenarios enabled the test taker to experience a more realistic assessment of the EHR while reducing the number of test patients that needed to be created. Figure 1 shows a sample question. Questions consisted of two parts: an action and a CDS result. For each question, test-takers were asked both whether they could complete the action within their EHR and whether they received the expected CDS result. However, in certain situations, users may not have been able to complete the action -for example, if the clinical vignette required users to enter an electronic referral, but the site does not have an electronic referral system. In this case, the user simply indicates that she was not able to complete the action, and she is not required to document whether a CDS result was received. Additional sample questions are shown in Table 1 , and the entire instrument is presented as Supplementary Appendix 1. The self-assessment tool contains two special item types. The first is the time-delayed item. For example, because Partners experienced several malpractice cases due to delayed referrals, we constructed a test item that asked the test taker to "Electronically refer TestPatient01 to dermatology for evaluation of the suspicious lesion. The surgeon indicates that the patient needs to be seen by dermatology within 7 days. Do not make any dermatology appointment." We do not expect any immediate alert related to this scenario; however, a system with optimally designed referral tracking should alert someone (e.g., the ordering provider or a referral coordinator) that the referral had not been completed after some reasonable grace period. In this situation, we asked the test taker to perform the initial part of the action and then to report back on the result after a specific lag period (14 days).
The second type of special item was the attestation item, which was intended to examine certain EHR features that could not be practically assessed through simulation. For example, one case in the malpractice dataset involved a test result sent from an outside lab being inaccurately transcribed into the EHR. Rather than decision support, an EHR should have universal use of electronic interfaces with outside labs. Because this is difficult to test, we created an attestation question: "Are 100% of outside test results electronically entered (either as structured data or as an image)?" to which the user responds yes or no.
Software Development
In order to disseminate the self-assessment instrument, we created a web-based tool for implementation. Developed using Ruby on Rails, the tool is hosted internally on the Partners network on a secure server protected by Hypertext Transfer Protocol Transport Layer Security encryption. Users are restricted to viewing and updating only data associated with their account. The back end of the tool allows us to develop and track the instrument, including modifications to the CDS types, vignettes, and indemnity amounts, and the front end allows users to complete the assessment. The tool is publicly available at https://isrisk.partners.org.
When a test taker accesses the site, she or he receives information about the tool, including frequently asked questions, a description of the four test patients that must be created before taking the test, and the ability to preview the instrument. To take the test, the user creates an account on the site, and is then able to take the assessment. Each user can take the assessment multiple times (e.g., if they want to test more than one EHR, or if they want to test an EHR serially). The test taker is then presented with the first clinical scenario and vignette (Figure 2) .
Although the questions are presented in order, at any time the user can view the table of contents, skip around the instrument or log out and return later to complete the assessment. Once the assessment is complete, the user receives a report card detailing the results.
After completing the instrument, the system scores the assessment and a report card is automatically generated. The report card details each assessment item and whether or not the anticipated CDS was present. A sample report card is shown in Figure 3 . Each item is grouped according to CDS type (i.e., the two drug-allergy items are presented together), and the associated indemnity amount is displayed for each item based on the amounts calculated in the prior paper. 7 All responses are aggregated, and the user is presented with a total "potential indemnity loss prevented" score, which gives an overall idea of the coverage of their CDS relative to the malpractice experience in the malpractice dataset from which the vignettes were derived.
Multi-site Evaluation of Assessment Tool
We conducted a multi-site evaluation of the self-assessment instrument between May 2011 and June 2013. Four Partners hospitals Table 2 .
RESEARCH AND APPLICATIONS
The multi-site evaluation was reviewed and approved by the Partners HealthCare Human Subjects Committee. Each participating site received its own report card and agreed that its data could be used and analyzed in aggregate. Each site also agreed that its name could be listed, but not linked to its results.
RESULTS
All seven sites successfully completed the 57 question self-assessment. The number of questions answered affirmatively ranged from 19 to 40, and the proportion of potentially preventable indemnity loss for which CDS was available ranged from 16.5% to 73.2% (Table 3) .
Certain types of CDS were universally available, and others were not implemented at any of the sites (Table 4) . A number of CDS types were present at every site, including drug-allergy checking (both types), automated interpretation of electrocardiograms (EKGs), links between drug ordering and administration, and checks for timely administration of drugs. Some CDS types, such as preprocedure planning for pulmonary artery catheterization, or tracking of consents, were absent from all systems. However, the majority of CDS types were present in some, but not all, systems, highlighting the variability of CDS implementation across the country.
DISCUSSION
We found that the use of CDS across entities was highly variable and that the most common CDS types did not necessarily correspond to the areas of greatest malpractice risk exposure. For example, while nearly all sites had drug-allergy checking, drug allergies were not a major driver of malpractice risk in the malpractice dataset. There are several potential explanations for this phenomenon. The first is that drug allergies were a major source of loss in the past, but that this had been corrected by widespread use of drug-allergy CDS. Another possible explanation is that drug allergies do not result in much harm, or at least not harm that rises to the level of malpractice claims. This may make sense both because many drug allergies are not severe and can often be reversed or treated, and because a variety of other protections (e.g., nurse and pharmacy checks, allergy bracelets, and patient self-advocacy) also guard against drug allergies. A third explanation is related to the relative ease of drug-allergy checking: most drug and allergy data is documented electronically in coded form, the logic for drug-allergy checks is basic, and the necessary knowledge content (e.g., drug classes and cross-sensitivities) is readily available from several commercial vendors and packaged with many commercial EHRs. We have conducted some informal reviews comparing our data to other Boston hospitals, to a national sample of hospitals which participate in the CRICO Comparative Benchmarking System and to National Practitioner Data Bank Public Use Data File. In general, we have found that the patterns are similar, although this is difficult to substantiate in a granular way since we only have limited data on external claims. We paid special attention to areas in which malpractice losses were substantial but CDS was infrequently adopted. Management and alerting for clinically significant test abnormalities is one such area: only a single site had complete, closed-loop tracking for abnormal test results. Failure to follow up on abnormal test results, however, is one of the most important and costly issues in the malpractice dataset. Notably, most of the sites had a mechanism to deliver and request acknowledgement of abnormal test results, but did not provide further tracking of abnormal results. Nevertheless, the malpractice data set used includes many cases where an abnormal result was seen by at least one healthcare provider but not followed up due to an error, a miscommunication, or unclear lines of communication. A potential solution to this type of adverse event is closed-loop tracking, in which a test result is automatically followed until there is appropriate clinical follow-up -not just acknowledgement, 15, 16 although full closed-loop tracking was only present at a single site.
Two other notable "missing" CDS types were diagnostic decision support and tracking of consent. Although diagnosis error is a common cause of malpractice loss, only four of the sites had any form of diagnostic decision support, and most reported little use of it. A number of accurate diagnostic decision support tools have been available for several decades, 17, 18 but their use has been limited, often owing to challenges in integration with the diagnostic process and workflow. 19 Given that diagnostic error is an enduring problem, further research in improving the palatability of diagnostic decision support should be conducted. Bar-code specimen and patient wristband
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(continued) Another key area of malpractice loss relates to informed consent, specifically when the patient and the healthcare provider do not share an understanding of the possible results of a procedure or range of complications. Adequate documentation of informed consent -especially including a discussion of potential risks and benefits -is an important mitigating factor in such malpractice events; however, such documentation is often absent from the record. Decision support tools to facilitate the informed consent process, such as multimedia tools and templates for providers to facilitate discussion and documentation of procedure-specific risks and benefits, may be quite useful for facilitating such communication and documentation. They are, however, infrequently used according to our findings.
RESEARCH AND APPLICATIONS
In addition to our core findings about the use of CDS, we also learned several important lessons during the administration of our assessments. First, because we anticipated that most sites would complete the assessment on their own, we designed the software accordingly. However, most sites actually asked us to facilitate their assessment, either in person or by phone. In addition, we originally Unperformed complete blood count (CBC) nn 2 assumed that sites would identify a single test taker, such as a Chief Medical Information Officer, who would take the entire self-assessment. We found that, at most sites, no single person was sufficiently knowledgeable to complete the entire assessment. Instead, most sites assembled an interdisciplinary team to take the test, often including a Chief Medical Information Officer, nurse, pharmacist, and someone from the information systems department. This interdisciplinary testtaking strategy was effective. Finally, though several sites initially said they were certain a particular vignette would trigger CDS, they were subsequently quite surprised when it did not, suggesting that even those responsible for CDS at a particular site may not fully know exactly what CDS is enabled and how it is functioning. Our study has several key strengths, including our use of a simulation method rather than simple attestation; the inclusion of multiple, diverse sites; and the breadth of CDS types considered (most prior studies were surveys and focused only on medication-related CDS). Conversely, it also has important limitations. First, the instrument was derived from an analysis of one health system's malpractice claim history. Although the Partners Healthcare system is large and diverse, it may not be representative of all care settings. Second, although we had seven test sites, most were fairly large and provided both inpatient and outpatient care, owing to the nature of the instrument. In future work, we plan to expand the instrument to cover settings that provide only inpatient or only outpatient care, and also to conduct a wider evaluation.
The assessment tool is currently available to take online for free. We are working with several hospitals to complete assessments using the tool, and any interested hospital may complete a self-service assessment, free of charge, and receive a complete report card.
CONCLUSION
We developed a novel simulation-based self-assessment tool of CDS capabilities and tested it by evaluating CDS implementation at seven hospitals. We found that a number of key CDS types are not widely used but are associated with significant malpractice loss. We also identified considerable variability among sites in the breadth and depth of CDS coverage.
